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[bookmark: _Toc256942851]I.  Introduction
 
Reducing energy use in buildings, and improving building operation, are hindered by a lack of detailed data about device energy use and related data.  Traditionally, collecting such data has been expensive and usually required new hardware.  However, advances in information technology offer opportunities to address this problem that can substantially remove this barrier for an increasing portion of building energy use.

In this research, we define “Energy Reporting” as the ability of a device to report information about its own energy use to another device on a local network.  People who own or operate buildings can usually rely only on whole-building utility billing data to understand energy use.  Utility bills can be supplemented with information from the building inventory (e.g., maintenance schedule), manufacturer's device characteristics (e.g., rated power), and pre-defined operating schedules.  However, these other sources are often unreliable, the information can be costly to obtain, and the data rarely has adequate granularity in time, product characteristics, or usage context to generate an accurate picture of energy use.  Secondary sources of energy consumption data also fail to provide information about equipment that is not identified, that operates differently from the way that is intended, is malfunctioning, or is otherwise performing in a way that merits further investigation.  Energy Reporting can, over time, overcome all of these problems, and at no additional cost in devices that already have communications ability.
 
The public sector could advance Energy Reporting technology in several ways: 
· aiding the development of technology standards, 
· working to move the technology into products, 
· creating reference energy management systems, and 
· expanding the adoption and use of the technology.  
Federal, state, and local policymakers may be able to use data from Energy Reporting to develop more effective, widely applicable, and robust policies; in addition, the data availability may reduce the costs for policy development.

This report presents an overview of Energy Reporting technologies and deployments, the types of data involved, how Energy Reporting is used, and the content of technology standards.  It also outlines technology needs for future Energy Reporting protocols and systems, which public policy developers could use to guide the development of technology standards.
 
[bookmark: h.qqw7uni2gz1][bookmark: _Toc256942852]
II.  Background
 
No device consumes energy as its primary function.  Products need energy to enable them to function, to provide the services for which they were purchased.  Many devices have communications ability added to them for specific functions.  Some devices are unable to function at all without communications, such as telephones, televisions, and network equipment.  Others, such as computers, can perform many useful standalone functions, but functionality expands greatly with communications.  It is possible to add communications to a device for the sole purpose of being able to report on energy use, but this is unlikely due to the expense involved.  In the current technology landscape, Energy Reporting can be added to communicating devices for free — there would be no increase in manufacturing cost.
  
Energy Reporting does occur today, but the number and range of devices is small — mostly a few IT devices and Power Distribution Units in data centers.  Also, reporting energy use information has no benefit unless a management system is available to collect the data.  The long-term goal is that the great majority of devices have Energy Reporting as a native ability, particularly intensive energy-consuming devices, so that nearly all energy use can be tracked this way.  Purchasers and building operators should expect Energy Reporting to be a standard feature in all products.  Reaching this goal will require a number of steps, which can occur in parallel.
· Create communications standards for Energy Reporting
· Build manufacturer support for the standards in products
· Develop management systems to acquire and interpret the data
· Deploy and use the products and management systems to analyze the data, reduce building energy use, and provide greater energy services.
 
Below is a simple example of how a building manager (of any building type) might use Energy Reporting.  Once a month, aligned with utility billing cycles, a building energy management system (MS) discovers over the network all devices that have Energy Reporting capability (some may have been added or dropped since the previous reading).  Each device is queried for its energy use to date — effectively a meter reading.  For all devices with a pair of readings, the previous month’s usage is calculated by subtraction.  The data are organized by device type and end use, and presented to the building manager.  The difference between the total of these and the utility bill is the energy use of all devices without Energy Reporting capability (plus wire losses).

Building managers can use Energy Reporting to save energy in several ways, including:
· Identifying devices using more energy than expected (e.g., a refrigerator substantially exceeding its test procedure consumption)
· Acquiring usage patterns to inform better equipment scheduling (e.g. based on occupancy data or equipment use) or aid in tracking equipment maintenance (e.g., filter and battery changes)
· Identifying equipment needing replacement 
· Identifying unexpected usage (e.g., during non-occupied or sleeping times)
· Identifying unexpected devices (that may no longer need to be powered)
The device categories that could be included in Energy Reporting would enable this all to be reported by individual devices, or by types of device or end use.

Finally, Energy Reporting could be used for public policy purposes, to reveal how products actually perform. This will inform standards development, incentive programs and rebates, and the like.
[bookmark: h.gyo5511dk9lc][bookmark: h.na0wnmwxh38w][bookmark: _Toc256942853]Possible Types of Reported Data
 
Many types of data could be reported over an Energy Reporting protocol: data about the energy use, data about the device using the energy, and data about the context within which the device exists — electrical and other.
[bookmark: _Toc256942854]Energy  
The core of energy reporting is the type of data provided by a utility meter—accumulated energy use along with a time stamp.  If a series of meter readings are available, energy use over time durations can be calculated by subtracting adjacent readings.  It is then trivial to calculate the average power level over each period, as power is energy over time, and both are known.  Conventionally, utility meters were read on monthly or similar intervals, but with the advent of communicating (“smart”) meters, the granularity of the data can be greatly increased.  When devices are queried over a network, the time period between readings could easily be anything from seconds to years, based on the building manager's needs.  Electricity energy values would be most commonly reported as kWh or Wh.
[bookmark: _Toc256942855]Power
A companion data type is the current power level, also with a time stamp.  A power level reading can be thought of as an instantaneous snapshot, though a power measurement is necessarily an average over some period of time; for AC power, generally at least one cycle.  A power snapshot is different from the average power level over a time period.  Power is most commonly reported as W or kW.
[bookmark: _Toc256942856]Power State
The basic power states for an electronic device are on, sleep, or off.  For other devices, active, ready, and off are common.  There are standards which specify more fine-grained states, though it is important to distinguish power states from functional states.  For example, a washing machine has rinse, spin, and other cycles, but these functional states are all part of a single power state (active).
[bookmark: _Toc256942857]Identification
Energy data is useful when accompanied by information identifying the corresponding device.  Some of the identification information can be set at time of manufacture and be fixed, such as the device’s brand and model.  Other data, such as a local name and other local attributes (e.g., location) are not known before installation and can change over time.  Individual identity includes addresses used for identity on the network (e.g., IP and MAC address), unique identification (e.g., UUID or serial number), and a local name for convenient human use )e.g., dishwasher).
[bookmark: _Toc256942858]Classification
Device classification is rarely included in current standards, and when incorporated the schemes are diverse, incomplete, and/or confusing.  The device classification would be a standard device “type” such as computer, refrigerator, light, television, etc.  At present there is no system available for reporting what a device “is” in a way that is both simple and universal.  A companion report to this one (Nordman, 2013) covers the topic of device classification in more detail.
[bookmark: _Toc256942859]Power details
Power details describe the characteristics of the power supplied, such as voltage, frequency (for AC power), and measures of power quality (e.g., power factor). 
[bookmark: h.h2hpigwo2v2w][bookmark: _Toc256942860]Batteries and Components
Data about battery status and internal components can be reported with the energy and power data being reported for the device.

A component can be any discrete piece of hardware or subsystem within a larger device, e.g., a motor, fan, disk drive, display, printed circuit board, etc., as well as a battery.  In general, it is possible to report on components of devices in addition to the entire device.  Devices with internal batteries introduce a difference between the net power flowing into a device and the amount consumed for productive purposes at any point in time.  Representing components adds complexity, but should be facilitated for those devices and usage contexts that value them. Devices and management systems that do not need component energy use info, should not be burdened by unneeded complexity.
[bookmark: _Toc256942861]Power Distribution Topologies
A “power distribution topology” is the arrangement of connections among the source(s) of power (usually only through the utility meter), distribution points (e.g., circuit breaker panels), and end-use devices.  Increasingly, this also includes local generation and local storage.

Most devices in buildings have a single source of power, and do not provide power to any other devices.  That is, understanding their full power consumption context is no more complicated than assessing the single flow of power into the device.  Other devices have more complicated relationships.  Some devices obtain energy from more than one power source; this is most common in data centers where multiple power sources increases reliability. Some devices provide power to other devices, most notably with Power Distribution Units as used in data centers, Power-over-Ethernet supplying devices (mostly phones and access points), and Uninterruptible Power Supplies (UPS)[footnoteRef:1].   [1:  Many devices are powered through USB cables.  In many cases these will be best represented for Energy Reporting as a component of the powering device.  However, product designers always have the option of reporting on the USB-powered device as an independent device from the one providing the power.  USB was originally limited to only 2.5 W per port, but now can reach 100 W, making the energy use of these devices potentially much more significant.] 


To track power flows and account for total consumption by each electrical circuit, it can be helpful to understand how devices are electrically connected to each other.  To address this need, the concept of “power interface” was developed in (Quittek and Nordman, 2011) in the context of Energy Reporting for the Energy Management (EMAN) working group of the Internet Engineering Task Force (IETF).  Power interfaces enable unambiguous tracking of power flows into, out of, and between devices, in a simple but completely general way.  While many applications do not need this information, some require it. As power distribution technologies become more varied and sophisticated, the need for this capability will only grow.  As local generation and storage are added to buildings, power distribution topologies will become more complex, particularly when the direction of flow of electricity can change on some power connections, as some technologies now provide for.

The implications of complex power distribution for Energy Reporting is similar to that for components.  Devices that do not need to consider power topology issues should not be burdened by the complexities.  However, for devices that need to manage complex power distribution, the capability should be available via well-defined standards.  Technology should be as simple as possible, but no more.
[bookmark: h.fqs4acw1ippy][bookmark: _Toc256942862]Collections of data
Energy Reporting data can be combined in at least two ways.  The first is to collect data over time to produce a time-series stream for a device.  The second is to aggregate or compare across devices, and sum across all devices of a certain type, in a certain location, etc.  For example, summation could be across all personal computers in a building, all devices in a particular room or on a particular floor of a building, etc.
[bookmark: h.f2gux7mokwoz][bookmark: _Toc256942863]Deployment Paths

Energy Reporting involves two entities—-the device doing the reporting, and the device receiving the report.  This creates an initial barrier before energy reporting can be useful—building owners will need to obtain multiple new devices which share a common protocol.  In the near future, some products—of any type—will include native energy reporting capabilities as a standard feature, and so building owners may discover that they inadvertently own some Energy Reporting devices without having actively sought them out.  Similarly, devices that have software upgrades done over a network, such as computers, set-top boxes, and game consoles, could have Energy Reporting capability added as part of a routine update.  Software can estimate Energy Reporting values rather than directly measuring them and se require no new hardware.  Automatic software updates could also be used to add the management system function to computers (or phones) as an application or utility.  Once people begin to use Energy Reporting, consumer demand will build and the capability will be adopted in additional products.  Eventually Energy Reporting will become a widely desired feature that manufacturers routinely add to their products. Energy efficiency programs could mandate or reward Energy Reporting capabilities.  

Building operators will install management systems to acquire Energy Reporting data from products with native implementation. The next step is to insert inexpensive external meters that can report on behalf of the legacy devices to which they are connected.  Such external meters are most likely to be used on large, long-lived devices, such as space heating, space cooling, and water heating equipment.
 
It would be helpful to have open-source management system software freely available for a variety of platforms.  This does not preclude companies from creating and selling systems with more features, just as the availability of the Linux operating system has not made alternatives such as Windows and MacOS obsolete.  Free basic management systems would enable Energy Reporting to be added to any building at very low cost, with subsequent system upgrades if needed.
 
After the market for Energy Reporting has been launched, public sector activity can shift to guiding its evolution, to ensure that Energy Reporting does not become entangled with proprietary protocols or incompatible open protocols. 
[bookmark: h.onuwyvp42e0][bookmark: _Toc256942864]Other Benefits 
The basic purpose of Energy Reporting is to provide information to those who manage energy use in buildings.  However, these data could be used for other purposes, for the building owners and occupants, and for public purposes.  Many useful IT technologies have been applied to usages not anticipated before their deployment, and/or unrelated to their original purpose.  It is quite likely that Energy Reporting will follow this pattern.

A common problem in building energy efficiency is that the party that makes a decision determining future energy use is not the one that pays for the energy it requires.  This is most common in rental contexts (residential or commercial) which have a mixture of devices bought by the owner and by the tenants.  Building owners could use Energy Reporting data to bill their tenants for energy they use based on time of use, type of device, or both (and if the tenant pays the bill, the reverse could be done).  Such financial arrangements would not be an electric utility relationship so that the accuracy requirements for revenue utility meters should not apply; the accuracy need only be agreeable to both parties.  
[bookmark: _Toc256942865]Inventory 
Energy Reporting data could be used to automatically inventory devices in a building.  Today, conducting inventories is usually an expensive manual process, done periodically by companies and government agencies.  With Energy Reporting, inventories can be done at very low cost as often as is useful.  Obviously, devices that do not implement Energy Reporting (principally because they don’t communicate) will not appear in such inventories, but a partial list is better than none, and the device participation rate will expand over time.
[bookmark: _Toc256942866]Operation and maintenance
Devices that implement Energy Reporting could identify potential or definite maintenance issues or failures, as could management systems that receive the data.  For example, a refrigerator that suddenly requires more energy per day to maintain its normal setpoint may have compressor or gasket malfunctions.  This could be identified by observation of a significant and ongoing change in consumption patterns, or by observing that the device is using significantly more than test procedure results indicate it should.  The concern could be flagged to building operators, or (on an opt-in basis) to manufacturers and/or public policy organizations.
[bookmark: _Toc256942867]Embedded sensing
Other types of data could be relayed with Energy Reporting protocols that is unrelated to or abstracted from device functionality. For example, buildings may find it useful or important to know the ambient temperature around a device. and this could be a free or inexpensive way to get additional sources for temperature data.  Ambient light and sound levels could be similarly reported, as could the device’s assessment of occupancy of the surrounding space. 
[bookmark: _Toc256942868]Location
Energy Reporting protocols could be used to report the location of a device within a building.  How a device might determine its location is outside the scope of Energy Reporting.  To do this would require a standard way of representing location within a building, something which does not yet exist.  Policy could support research to define how this might be done.

Energy Reporting data could be used in building science research, to better understand device efficiencies and operating patterns.  It could also be used to inform voluntary and mandatory energy standards, by providing extensive field data on how products are actually used and actually perform, disaggregated by brand/model.  Today, data from laboratory test procedure results are usually supplemented by very limited field data and sometimes none at all.  Efficiency standards and utility rebates for products could be tied to their actual performance rather than test procedure results, providing incentives for manufacturers to account for the many real-world issues that products encounter yet test procedures do not address. Energy reporting will also encourage manufacturers to ensure efficient operation over the entire product lifetime, not just only during the initial period after manufacture when tests would be normally done.  In all these cases, data can be anonymized to protect the privacy and security of the individuals using the products.

Each of the above cases describes functionality or benefits that are not, or are not necessarily related to the primary function of a device.  This makes Energy Reporting different from most network interactions, and applicable to any type of device.
[bookmark: h.6605agwbzlxn][bookmark: _Toc256942869]Energy Management Systems

From the perspective of an energy-using device, a management system (MS, sometimes called Energy Management System, EMS or EnMS) is simply the entity on a local network that requests Energy Reporting information and to which the data is delivered.  The device need not know anything about the MS.  There can be multiple MS in a building; these may perform similar or different functions, and could cover the same or different types of devices or locations within a building.
 
It is unlikely that many buildings will have a device devoted only to the Energy Reporting MS function.  Rather, this activity will generally be just one of many functions performed by a device that is already deployed for some other primary purpose.  The MS function could be hosted on a central building control system, a security system, a network router, or simply a convenient computer in the building.  In a small building like a house, the MS could even be hosted on a phone, or other mobile device.  The MS function could be somewhat or very related to the other functions of the hosting device, or have no connection with those other functions at all.  For example, broadband IADs (Integrated Access Devices that include both modem and router functions) could have Energy Reporting data gathering as a feature.  Some companies will no doubt want to put some MS functionality into “the cloud” for practical or marketing reasons.  In this case, there should be a local entity that is the gateway between the individual device reporting and the cloud system.  The gateway then will address security and privacy issues raised by exporting the data outside the building. Whether the gateway uses the same protocol as used within the building or a different protocol, is not important.
 
As noted above, it would be helpful for basic management system software to be available that is free and open source, to provide a floor of functionality for any building.
[bookmark: h.7g4gzvaen2ou][bookmark: _Toc256942870]Controls

An Energy Management System in a building generally acquires data from end-use devices and sends out requests or commands to devices to change their functional behavior.  Energy Reporting as a topic can be strictly limited to only reporting data, comprehensively cover both reporting and control (so management generally), or focus on reporting while including incidental control features.  

For a protocol that includes the ability to report the power state of a device (e.g., on, off, or asleep), it is trivial to add the capability to set a state. (Whether a particular device can support this feature is another matter).  Thus, there is no reason to summarily exclude all control.  

The IETF/EMAN process is similarly instructive about the role of control (EMAN is the name of the Energy Management working group of the Internet Engineering Task Force).  While the name of that process is “Energy Management," the requirements document for the standard address the reporting of energy data, rather than control.  There are over 60 requirements in total and the few that address control are about setting power state (directly and by a proxy) and cutting power supply.  Thus, it seems an exaggeration to specify “management” in general as significant in the scope of the standard.
[bookmark: h.ay3wkn8cdssj][bookmark: _Toc256942871]Technical Issues

Until recently, energy use could be measured only by dedicated meters for either an individual device or circuit.  That is no longer always required as a result of recent developments:
· An increasing number of devices now have the internal ability to measure their energy consumption (Lanzisera et al, 2013)
· Some devices can measure the electricity they provide to other devices.  
· Many devices could readily estimate their own power and energy consumption.
Devices with internal processors (all communicating devices) can use information about what they are, the specific hardware they include, their operational modes, and actual usage patterns to reliably estimate power levels and energy use.  While the accuracy of these estimates may not be as good as direct measurement, for many purposes they are adequate.
 
Some devices have functional reasons to communicate with devices outside the building in which they are located (a remotely-accessed computer is an example).  Others devices only need to communicate with local devices (for example, most audio/video devices).  Regardless of whether a device does or can communicate externally, Energy Reporting can be seen as strictly limited to reporting to a management system within a building.  This definition strengthens security and has additional advantages.  Outside entities (which may have ill intent) cannot directly receive the data or send control signals.  Purchasers of devices do not need to be worried about introducing vulnerabilities.  Privacy and security can be maintained by anonymizing data, and other actions such as aggregating data in time.  A management system could report data to outside entities if the user chooses to.  This is a separate topic from basic Energy Reporting. 

[bookmark: _GoBack]Management systems can be used to control devices, and may use data from Energy Reporting, and even Energy Reporting protocols to implement control commands.  However, the ability to control an end-use device is not a required capability of Energy Reporting technologies, and we do not expect that a significant amount of device control will be done with Energy Reporting protocols.  Thus, control is not a significant part of this discussion.
 
In principle, any type of energy use can be reported; Energy Reporting in this report focuses on electricity. There are orders of magnitude more devices that use electricity in buildings than use other forms of energy.  Electricity-only devices generally are replaced more quickly than those that use other fuels.  Network connectivity comes more quickly to devices that are electric-only.
 
A variety of protocols and other standards that address Energy Reporting already exist or are under development.  There is a need to coordinate across these efforts to minimize conflicts, maximize harmonization, and to reduce the total number of protocols and standards that will ultimately be adopted.  These standards are reviewed in a section III.
[bookmark: _Toc256942872]Reporting
The archetypal example of Energy Reporting is a device reporting on its own energy information to a single management system (“self-reporting”) and using a standard Internet Protocol network.  This case will likely apply to most devices, most buildings, and most energy use.  However, other cases will also need to be supported, such as: 
· Devices that report on behalf of a second device (“other-reporting”)
· Devices that report on groups of devices (“aggregations”) 
· Buildings that contain multiple management systems.
· Devices with internal components of interest
 
The self-reporting scenario i simply involves a device placing its internal data into the ER representation.  The MS knows the identity of the device doing the reporting and the identity of the device whose data is being reported on; these are the same.  The left side of Figure 1 shows this scenario.

[image: ]
Figure 1: Two basic reporting scenarios - self-reporting (left); other-reporting (right)

The second ER scenario is other-reporting.  The MS knows the identity of the device reporting and the identify of the device being reported on and can see that these are two different devices. 

A variety of circumstances can lead to the need for other-reporting.  The target device (the one from whom energy use data is desired) might not have internal measurement or reporting ability, but a second device may have these capabilities.  Another common occurrence of other-reporting is when power to the target device flows through the reporting device; this occurs with a Power Distribution Unit (PDU), or Power over Ethernet (PoE) switch.  Another instance of other-reporting is when the target device implements only proprietary protocols or legacy protocols (many of these have only a data link rather than a network link).  In these cases the reporting device acts as a gateway, translating from the link protocol to a general protocol and relaying the data into the network.  A fourth case for other-reporting arises when the reporting device serves as an intermediary for communications efficiency or for other practical purposes.  This could arise when a large number of devices are involved or when devices are on communication links that are only intermittently available.

The right side of Figure 1 shows a schematic of Device-B to Device-A communication for other-reporting.  There are three types of other-reporting relationships, where Device-B is:
a) an IP device (like Device-A) that has the ability to report ER data to an MS,
b) an IP device that does not have the ability to report ER data to an MS, or
c) a non-IP device.

The first other-reporting relationship defined in a) above is particularly useful when some amount of collection and/or summation is performed.  Summation can be across energy objects, and/or across time for an individual energy object.  The reporting device may retain the detailed data in case it becomes of interest to an MS later.

The other-reporting described in c) above includes circumstances in which some or all of the ER data are communicated over non-IP mechanisms, as well as when the ER device monitors power flowing to the monitored device and may have access to other information, such as the identity of the device to which it provides power.

Other-reporting defined in b) above is similar to c), except that the device reported on is an IP device that is unable to report data in ER format.

Practically, the MS is indifferent to the distinctions among these cases or even whether the data is self-reported or other-reported; it only matters what device is being reported on. The MS simply collects information for the device on which data is being reported.

Note that the lines shown in Figure 1 are data transfer, not power flow.  On the right side of the figure, Device-B could be powered by Device-A, or have no power relation at all with Device-A (only a reporting connection).  The particular mechanism that Device-A uses to obtain the data about Device-B has no effect on how Device-A reports the data.
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III.  Review of Current Energy Reporting Standards

A variety of standards that are existing or in development address Energy Reporting.  Some of these are based in physical layer technologies; some are generic control protocols, some are data models only, and some combine a data model with a particular protocol.  We are most interested in those standards designed specifically for Energy Reporting.  These are distinct from those which simply have the ability to be used for ER along with many other purposes. 

The standards (both still in development) with the most detail on Energy Reporting are the Internet Engineering Task Force (IETF) working group on Energy Management (EMAN) and the Facility Smart Grid Information Model (FSGIM) conducted by the American Society for Heating Refrigeration and Air Conditioning Engineers (ASHRAE), through its committee SPC 201P.  Both cover a wide variety of content, though the actual area of direct overlap is modest. 

This section surveys generic control protocols, data models, and other related standards.

[bookmark: _Toc256942874]Generic Control Protocols

Many standards have general facility for moving quantitative data that could be adapted to include Energy Reporting.  Usually one can specify units for data elements.  While these can be used for Energy Reporting, standards usually lack some features advantageous for it.  Generic control protocols commonly have named data points or data streams that are independent rather than being firmly attached to a well-developed concept of a device[footnoteRef:2].  Generic control protocols also lack contextual information about information such as device type, brand, and model, or include it in non-standard ways.  This means that accomplishing energy reporting likely involves manual configuration either on the end-use product, on the management system, or both. [2:  For example, a building may have a data point called “DHW-POWER-3RD-FLOOR” for power level data from an external meter that is attached to a water heater serving the third floor of a building.  The point will be tied to the meter and possibly its characteristics, but not to the water heater itself.] 


A number of the protocols listed below had origins in a specific physical layer of moving data and were later adapted to run their application layers over Internet Protocol networks, including LON, KNX, and BACnet.  
[bookmark: _Toc256942875]sMAP
The Simple Monitoring and Actuation Profile[footnoteRef:3] (sMAP) is a collection of technologies for acquiring, storing, processing, and viewing data about energy use in buildings, as well as enabling better control.  The core concept of sMAP is to create drivers for many existing technologies to enable the data to come into a common, easily-accessible system.  sMAP is a new protocol that devices should implement to enable acquiring data by a management system.  In particular, sMAP enables acquiring data from systems that use legacy and proprietary protocols such as Modbus and BACnet. [3:  http://pythonhosted.org/SMAP/  and  http://code.google.com/p/sMAP-data/] 


The core of sMAP is time-series data, with sequences of pairs of data for a timestamp and data value.  This maps well onto Energy Reporting, as the values can then be a current power value, an energy accumulation value, or the energy used during the previous time period.

The sMAP metadata standard values include Manufacturer, Model, PartNumber, SerialNumber, Text, MinValue, MaxValue, Resolution, Precision, Accuracy, and SamplingPeriod as well as metadata to identify building location.  These are suggested, not required.  A field for measurement units is not included.
[bookmark: _Toc256942876]BACnet
BACnet (Building Automation and Control Networks) is a standard that enables communication among building components, principally those that are centrally controlled, and primarily HVAC systems.  The information below is based on the 2004 version of the standard (ASHRAE, 2004); while the most recent version dates to late 2012, the changes made do not seem to affect this topic area.

Within BACnet, each device has a Device Object Type.  This field does not describe or classify energy-using products. Instead,Device Object Type includes individual parameters or functions such as numeric values, binary values, schedules, events, and time-series data.  BACnet objects have a designation for unit value (BACnetEngineeringUnits); the nearly 200 unit types available include common ones for power and energy.  BACnet can also accommodate the concept of a timestamp which could accompany a quantitative reading.

BACnet is designed for devices or entities that are professionally installed as part of a central building control system, rather than for generic devices that are present in buildings.  Thus, BACnet is most likely to be useful for exporting Energy Reporting data to a separate system where energy use could be tracked and analyzed in more depth, providing broader visibility and transparency.
[bookmark: _Toc256942877]MODbus
MODbus is a relatively simple and old (but robust) protocol, found mostly in industrial and large commercial applications.  MODbus data can be transited over a variety of physical media, and can be tunneled over an Internet Protocol network.  The MODbus Application Protocol (Modbus, 2012) includes identification information: company name, “Product Code,” revision, company URL, “Product Name,” “Model Name,” and “User Application Name.”  Beyond these fields, MODbus doesn’t particularly impose semantic meanings on data fields, so a standard would be needed for how devices should use MODbus for it to be directly useful for Energy Reporting.
[bookmark: _Toc256942878]LON
LON is similar to MODbus in its technology and common application areas.  LON includes some standards for semantics about data in the form of “Standard Network Variable Types (SNVTs).”[footnoteRef:4]  These include data types for amp, elec_kwh, elec-whr, power, time, and volt.  It also has a “Functional Profile” for a utility meter, which could likely be adapted to metering in general.  It also defines a group of variables under the name Environment which includes power, energy, voltage, current, and related items such as temperature; these are named fields that use the data types specified.  No other guidance is given relevant to Energy Reporting. [4:  http://www.lonmark.org/technical_resources/resource_files/snvt.pdf] 

[bookmark: _Toc256942879]KNX
KNX is a generic building control protocol, most popular in Europe.  Products are available that report building meter data over KNX, or do external electricity metering of individual devices, and report that over a KNX.  While it is almost certainly possible for an individual device to report its own energy use over KNX, this capability does not seem to have been developed.
[bookmark: _Toc256942880]SNMP
The Simple Network Management Protocol is a generic mechanism for managing devices on an Internet Protocol network.  SNMP is quite old as a protocol, with the earliest version dating to 1988.  SNMP allows retrieval and setting of data variables in a hierarchical structure.  To create interoperability, named variables and structures are defined by MIBs (Management Information Base).  While SNMP was designed for network management functions, it has been used for many applications beyond that.  The IETF/EMAN process is proposing three MIB modules for use in energy reporting.
[bookmark: _Toc256942881]XMPP
The XMPP protocol is a simple but powerful way of sharing structured data on a real-time basis.  A standard is being developed to use XMPP for Internet of Things applications and to report data in several ways.[footnoteRef:5]  XMPP can include generic sensor data, including for power or energy data.  XMPP can also accommodate the concept of a Meter which can include multiple sensors, such as both energy and power.  This is currently being addressed through the IEEE 1451.1.4 standards process. [5:  https://github.com/joachimlindborg/XMPP-IoT/blob/master/xep-0000-IoT-Interoperability.html] 

[bookmark: _Toc256942882]OBIX
The Open Building Information Exchange (OBIX[footnoteRef:6]) defines standard ways to represent data and control signals for building automation.  It provides an abstraction of the mechanisms in the more traditional protocols described above.  Energy and power values can be represented within OBIX so it could be used for Energy Reporting.  However, to assure interoperability, it would be necessary to describe how specifically to accomplish transmission of energy and power data. [6:  https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=obix, ] 



[bookmark: _Toc256942883]Data Models
[bookmark: _Toc256942884]EMAN
The IETF/EMAN process[footnoteRef:7] is producing both a data model (in its Framework document), and three MIB modules that define how to implement that Framework in SNMP.  In  principle, EMAN addresses both reporting and control, however the requirements and features are overwhelmingly focused on reporting.  Section IV of this report reviews some of the shortcomings of the EMAN Framework and presents an alternative that overcomes them.  EMAN is intended for all device types and all usage contexts.  It is the technology standard most highly focused on, and most developed for, the Energy Reporting topic.  EMAN is the only reviewed standard that addresses the topics of power topologies and component reporting.  EMAN also covers some topics in more detail than other standards, such as device power states.  The content of EMAN is derived substantially from the Cisco EnergyWise product, which was a problem in its development, but a benefit in that there is a base of products with a usage history.  Over time, EnergyWise will likely move to harmonize with EMAN.  EMAN explicitly does not address any issues of grid interaction.  Since the companies that participate in the IETF are principally oriented to network equipment and related products, it is likely to get most uptake in those contexts in the near term. [7:  http://datatracker.ietf.org/wg/eman/] 

[bookmark: h.lc7dg7krjbbz][bookmark: h.pdruoiai39ag][bookmark: _Toc256942885]CEA/ANSI 2045
The “USNAP” technology was created to enable a standard interface to appliances that would be independent of physical layer communications technologies.  This allows a refrigerator (for example) to be shipped with a USNAP interface and a customer can then purchase a small module to interface with the technology they use in their building, whether it be wired, wireless, or powerline.  USNAP was standardized through the Consumer Electronics Association as CEA 2045 and then formalized further through ANSI and is now called the Modular Communications Interface (MCI).

CEA 2045 is principally intended to support utility demand response programs, but it includes an energy reporting feature.  As with ZigBee, CEA 2045 is intended primarily for reporting from a utility meter (electric, gas, or water), and can accommodate data requests for any device.
The basic units for electricity are W and Wh; each report includes both the “instantaneous rate” as well as a cumulative value.  Electricity flows in both directions are supported.  A device can subscribe to periodic “push” reports from the reporting device.

[bookmark: h.7fkz6qejzn7y]CEA has a subsidiary activity now under committee R7SC8WG2.  This committee is writing what is planned to become CEA-2047, with the title Consumer Electronics - Energy Usage Information (CE-EUI).  That is to be a data model for Energy Reporting and is now in the balloting stage.  The current version covers identification information (unique, URI, brand/model, and local name), power and energy data, energy drawn over time intervals, and information about power state changes.  Despite the name, the CE-EUI standard is not limited to consumer electronics (CE) devices, but is generic.
[bookmark: h.zep03cbz2nt9][bookmark: _Toc256942886]FSGIM
Efforts to create Smart Grid technologies are coordinated through the Smart Grid Interoperability Panel process (SGIP).  That process includes identifying technology needs through Priority Action Plans (PAPs).  One of these, PAP 17, is tasked with the
“development of a data model standard to enable energy consuming devices and control systems in the customer premises to manage electrical loads and generation sources in response to communication with the Smart Grid.”[footnoteRef:8]  [8:  http://www.sgip.org/pap-17-facility-smart-grid-information-standard/#sthash.HUmtulQb.dpuf] 

This is being carried out by a committee of ASHRAE SPC-201P, which is writing the Facility Smart Grid Information Model (FSGIM). [footnoteRef:9]  The FSGIM is a data model, not a specific protocol.  It addresses many aspects of Energy Reporting.   [9:  http://spc201.ashraepcs.org/] 


The FSGIM document is still in draft form, but several public review documents have been posted.[footnoteRef:10]  The FSGIM Energy Manager maps reasonably well onto a Management System.  The FSGIM does not have concepts analogous to power interfaces or device components.  It provides for some identifying information, and defines a collection of data for a Meter, which can include data about energy or power use.  Meters can be of a wide variety of physical phenomena with appropriate units, including energy, power, and related measures. Within the FSGIM, a meter is the entity that is of interest to ER, as that is where reporting comes from (a load does not have that ability).  Originally, an entity in the FSGIM was either a Generator, a Load, or a Meter.  More recently, the concept of a device was added, and an entity can be more than one of these at the same time.  For Energy Reporting, loads are the entity of interest. Since the FSGIM is designed for grid needs, then loads are of interest only for how they change demand to serve grid purposes. [10:  This discussion draws on version 2171, from late 2013.] 

[bookmark: h.d1bkbml2a7jk][bookmark: _Toc256942887]Other Standards
[bookmark: _Toc256942888]ZigBee
ZigBee refers to two distinct sets of standards.  One is a mechanism to transfer data wirelessly among a set of local devices using the IEEE 802.15.4 standards.  The other is a collection of application layer protocols, which can be transmitted over 802.15.4, or over any other suitable physical layer.  Energy Reporting is included in this second group.  SEP 2.0 includes “Smart Energy Cluster Descriptions” (Annex D), one of which is “Simple Metering.”  An end device (Smart Energy Device) in this context is a “client,” with a management system being a “server.”  Messages have a time-stamp.  

The Simple Metering model assumes that the meter is the utility meter, though presumably the model could be adapted to sub-meters as well as to devices that include internal metering.  Meters can measure electricity, gas, or water.  Meters can also measure cumulative energy in each direction, the current power, and a daily total tracked on the basis of a “freeze time” at which the total for the previous 24 hours is saved.  Electricity is nominally tracked in kW and kWh but the units can be adjusted by fixed factors.  

In Zigbee a meter can store and report time-series data of daily values.  Zigbee intends to provide for tunneling BACNET data (that could include Energy Reporting data) in a future update of the standard.
[bookmark: _Toc256942889]UPnP
Universal Plug and Play (UPnP) includes a specification for SensorManagement.  UPnP describes how to report sensor data and includes energy and power in the units covered.  UPnP references a field called AccumulatedPowerUsed which it defines as being reported in “kW-h” (though other measures of energy are also included).
[bookmark: _Toc256942890]OpenADR
OpenADR is a protocol for Automated Demand Response, with a current version of 2.0; this discussion based on the OpenADR “B Profile” (OpenADR, 2013).  OpenADR notably refers to “Energy Reporting” as one of its features, using the same term as this report, and enabling reporting of energy and/or power.  OpenADR is designed for coordination between devices within a building and those outside; OpenADR can also be used between devices in the same building.  For semantic details it references the Oasis Energy Integration (EI[footnoteRef:11]) and Energy Market Information Exchange (EMIX[footnoteRef:12]) standards.  It is unlikely that someone would adopt OpenADR solely for use for Energy Reporting, but if already in use by a device, then the ER capabilities could be leveraged. [11:  http://docs.oasis-open.org/energyinterop/ei/v1.0/energyinterop-v1.0.html]  [12:  http://docs.oasis-open.org/ns/emix] 

[bookmark: _Toc256942891]DMTF
The Distributed Management Task Force (DMTF) defines a Common Information Model (CIM).[footnoteRef:13]  The CIM does not address Energy Reporting directly, but does include a section (“profile”) on describing Power Supplies.  DMTF Sensors can report input and output power from a power supply, and report calculated energy by summing across the power sensor.  Sensor types include voltage, current, and power.  No sensor is specified for Energy, but there is a field for “other.”  The generic sensor specification includes identifying a sensor as one for “power production” or “power consumption;” this is an alternative to distinguishing the direction of power flow by the sign of the value.  The Power Supply profile includes a value for the “Enabled State” of the device; this maps to the power state of a power supply as a component, but not so well to the state of an entire device, or to the state of an interface. [13:  The CIM name is unfortunate, as several organizations (for example, IEC in the Smart Grid context), use exactly the same term for completely different content.] 

[bookmark: _Toc256942892]Ecma Smart Data Centre
The Ecma International standards organization has an ongoing project on Smart Data Centre Resource Monitoring and Control (Ecma-400, 2nd edition).  It defines a data model and messaging paradigm, but not a specific protocol.  It primarily builds on the DMTF Common Information Model.  The only power details included are input power and power state.  Ecma 400 also has the concept of a timestamp that can be reported along with measured values.


[bookmark: _Toc256942893]Nest
An unofficial version of an Application Programming Interface (API) for the Nest thermostat[footnoteRef:14] does not include reporting energy use, but does include whether the heating, cooling, and fan are each on or off, as well as a “Last 10 days energy report” (“energy_latest”).  Unfortunately, while this provides great detail on the thermostat’s operation, it doesn’t include actual energy use.[footnoteRef:15]  With knowledge of the heating and cooling hardware, it would be possible to estimate energy use.  Nest does not provide this capability. [14:  https://github.com/gboudreau/nest-api]  [15:  Personal communication, Jason Thompson, 33sticks.com] 

[bookmark: _Toc256942894]CIP
The Common Industrial Protocol (CIP) is, not surprisingly, for use in industrial facilities, for process and other loads. The CIP is defined by the Open DeviceNet Vendors Association, and they have expressed a desire to harmonize with EMAN.  It is likely, but not certain, that the CIP is like a general control protocol.
[bookmark: _Toc256942895]Individual Products
Many individual products define their own mechanisms for reporting energy data.  For example, Fronius inverters for photovoltaic systems report data over an IP connection.  They use the JSON protocol and define the data structure in an apparently manufacturer-specific (but transparent) way that covers a timestamp along with accumulated energy, voltage, and the like.  Another example is Cisco network equipment, which has long had the ability to report select power data with a command line interface, as well as by querying with proprietary SNMP variables. 
[bookmark: _Toc256942896]Other
There are a variety of proprietary standards, such as Z-Wave that may include energy reporting, or could readily add the capability.  However, focusing public policy effort on open standards helps drive development toward transparency; it is costly, difficult, and less effective for public policy to engage with proprietary standards.

The Green Button effort[footnoteRef:16] is designed to make “smart meter” data more accessible to the public, including to third parties (not the customer or utility).  The Energy Reporting context is limited to whole building data and involving not just one, but two entities outside the building.  Device-level data could be put into the Green Button format, though a mechanism would be needed to define how individual devices would be described in the Green Button data context. [16:  http://www.greenbuttondata.org/] 


The NinjaBlocks standard includes an entry for “a device which detects energy usage” to be reported as power in W.[footnoteRef:17]  The Ninja platform is an open source system for making home automation devices. [17:  http://docs.ninja.is/protocol/power/] 

[bookmark: h.rhsn4wbwoqng]

[bookmark: _Toc256942897]Summary
The above standards show that there is a profusion of possible ways that energy and power data can be communicated.  Many of these are legacy protocols, developed before the Internet Protocol era.  Only two (IETF/EMAN and CEA-2045) have Energy Reporting from individual devices as a primary goal.  One issue is whether data from one protocol can be converted into another protocol easily and correctly.  For basic energy, power, and time data, this seems straightforward.  However, other more sophisticated data may be absent, such as brand and model information, and more detailed data about a device as a whole. There is often an absence of such data, and little reason to think that the data that do exist will well correspond closely between protocols.  In addition, many protocols provide a variety of ways that energy, power, and other data could be represented.  It would be helpful if a standard way that the protocol is to be used for Energy Reporting were defined, all referencing a base standard for the underlying data model.  The IETF/EMAN process has produced the best starting point for such a core Energy Reporting data model.

[bookmark: h.awfc9nv76vdr][bookmark: _Toc256942898]
IV.  Design Principles for Energy Reporting 

This section proposes technology directions to rapidly evolve Energy Reporting toward the best outcome – to deepen understanding of energy use, and save energy as quickly as possible.  It draws primarily on the content outlined in the Energy Reporting Framework draft produced in the context of the IETF/EMAN group (Nordman, 2013c).  “ER” below refers to Energy Reporting, with “ER data” being data that follow the model outlined in this document.  Key core concepts in the ER Framework are based on EMAN Reference Model (Quittek and Nordman, 2011).  Others derive from the original EMAN Framework (Parello et al, 2013).  Both frameworks are based on a Requirements document (Quittek, 2013).  This section focuses on definition rather than explanation.

These principles focus on the data model aspect of the topic, rather than the specific protocol used to transport that data.  There are several reasons for this.  One is that we should not have a protocol dedicated only to Energy Reporting; rather, Energy Reporting should be a feature of one or more protocols that have other primary purposes.  Not all devices have common application-layer protocols, so there will necessarily be multiple protocols for moving ER data.  However, if protocols share a common underlying data model, then it will be easy to translate data from one protocol to another, and for a management system to support more than one protocol.

The core of the ER framework holds just a few key concepts:  
Energy is used by Devices.  
Devices have Power Interfaces (like network interfaces, through which power is transferred into or out of a device).  
Devices may have internal Components with distinct power consumption or other characteristics.  
Measurement for devices occurs at interfaces so that the total or net consumption of a device can be determined from these.  
ER data are transferred from a device to a Energy Management System.
[bookmark: h.slqxcl2a0la][bookmark: _Toc256942899]Simplicity

Most IT technologies benefit from simplicity in design in core concepts.  These Energy Reporting principles build on that overarching goal.  Complexity is burdensome for technology, people, devices, and management systems, and over the course of myriad uses, complexity is carried through in all stages – during development, description, understanding, implementation, and use.  For a technology like Energy Reporting that is not strictly necessary for the functioning of a product, complexity will significantly impede its deployment and use.
[bookmark: _Toc256942900]Accessibility

Energy management involves people of many backgrounds – ER documents should be accessible and readily understood by a wide variety of audiences, from technology professionals, to energy professionals, to building managers, and to any person with an interest in energy use.  
[bookmark: h.rew3lim0weun][bookmark: h.1ysswwsssui2][bookmark: _Toc256942901]Management System

An Energy Management System (MS) is an entity that receives and interprets ER data from many devices.  An MS is usually in the same building as the devices being monitored, which this discussion assumes.  A building can have zero, one, or many MS.  Multiple MS may be unrelated, or cooperate, and may cover different sets of devices, or overlapping ones.  A device that acts as an MS can report ER data to another MS. 

Basic MS operations include: 
· discovering relevant devices, 
· acquiring static data about them, 
· acquiring dynamic data about them on a periodic basis, 
· processing the resulting data, and 
· implementing control and/or reporting functions.
Device discovery should be done using existing mechanisms — not a method specific to Energy Reporting.  By definition, static data needs to be acquired only once.
[bookmark: h.gcl8slbbezh9][bookmark: _Toc256942902]Device 

A Device is most commonly a complete product, usually one with a mains power cord, but sometimes hardwired to building wiring or with a standard DC power inlet (e.g., USB).  At any given time, a device may be drawing electricity in, and may be sending electricity out.  Combining these results in the net energy consumed by a device.  Most devices have a single power interface, and don’t need to distinguish between data about the interface and about the device as a whole (see Energy Object, below).
[bookmark: h.hf38lwizouql][bookmark: _Toc256942903]Power Interface

A Power Interface (PI) is an interface on a device through which power can flow into a device (an inlet) or out of it (an outlet). Some PIs change over time from being an inlet to being an outlet and vice versa, however most PIs never change.  Most devices have a single inlet.  Devices with multiple inlets often have them connected to separate power distribution trees.[footnoteRef:18]  Most devices have no outlets, but those that do often have many.[footnoteRef:19]  The only distinction between an inlet and outlet is the sign of the power value: positive for an inlet and negative for an outlet.  A PI can indicate whether it is capable of being only an inlet, only an outlet, or can switch between the two.  PIs are part of a device; a PI is never within a component, and a PI cannot contain anything within it.  A PI consumes no power itself.  It is always on the border of a device, never internal. [18:  Multiple power inlets is most common on devices in data centers where each tree is provided with reliability separately.]  [19:  Multiple power outlets are most common with Power Distribution Units (sophisticated communicating power strips), and Power over Ethernet switches or mid-span devices.] 


The flow of electricity within a building is determined by how power interfaces are connected to each other — the wiring topology.  Thus, a key PI attribute is a list of the other interfaces to which the PI is connected.  The power interface term is not new; the Power over Ethernet (PoE) standards describe a power interface as the interface between a device and the Ethernet transmission medium.
[bookmark: h.wbl7c5g0ujzv][bookmark: _Toc256942904]Component

A component is a distinct part of a device.  Components lack some of the features of devices (see Table 1).  They do not have power interfaces; instead, they simply have a net total consumption from the pool of power available within a device.  A component can contain other components, that draw from the pool of power within the containing component.  Example components are a processor, fan, motor, display, and battery.
[bookmark: h.vbvqt0uu5rpt][bookmark: _Toc256942905]Energy Object 

Devices, PIs, and Components are all Energy Objects[footnoteRef:20] (EOs) (this term originates in the EMAN Framework).  An EO is essentially something on which ER data can be reported.   [20:  The Energy Object term could be replaced by one which sounds less like technical jargon.] 


For devices with a single power interface, there is an identity between data about the interface and about the device as a whole with respect to energy and power consumption, so the two can share an identity within ER.[footnoteRef:21]  The power interface reports some data that a device does not (see Table 1) and in most cases both will be needed.   [21:  The only case in which data from a PI and device would conflict is if the power interface can report a power state; this is only applicable to simple products if they can switch off their own power at its inlet, which is a rare feature.] 

[bookmark: _Toc256942906]Types of Data

The kinds of data available for an EO depends on its type as shown in Table 1.  Basic data will be implemented by many or most devices.  Most devices are unlikely to implement advanced data.

Table 1 lists types of data and what types of EOs they apply to, Table 2 lists specific data within each category.  Unique identification is needed for management system and network use, and also in the power interface lists.  Many standards have fields or features that are mandatory and others that are optional.  There are reasonable Energy Reporting scenarios which collectively indicate that none of these should be specified as mandatory.



Table 1. Categories of Energy Reporting data

	Device
	PI
	Component
	Category

	Basic
	
	
	

	X
	X
	X
	Identification, unique

	X
	
	
	Identification, general

	X
	X
	X
	Local data

	
	X
	
	Power Interfaces

	
	X
	
	Power, static

	X
	X
	X
	Power

	X
	X
	X
	Power state

	X
	X
	X
	Energy

	X
	
	
	Reporting

	Advanced
	
	
	

	X
	X
	
	Identification, Advanced

	
	X
	
	Power, Advanced

	
	
	X
	Battery

	X
	X
	X
	Energy, Advanced

	X
	X
	X
	Time-series data

	X
	
	
	Reporting, advanced

	X
	
	
	Proxy control



[bookmark: _Toc256942907]Energy Accounting

The total energy and power reported for a device must match the total of all of its PIs.  PIs dump power into or take power out of the pool of power in a device.  A component draws power from the pool. Components do not have power interfaces.  The sum of all components in a device may be less than total device consumption as there may be hardware consuming power that is not part of any modeled component.

Energy Reporting in general can utilize incomplete data.  A management system may be able to infer some missing information from combining data from multiple devices.
[bookmark: h.xpnl5rsa1f9n][bookmark: _Toc256942908]Batteries

A battery in a device is a special type of component.  An excellent presentation of battery-specific data was prepared in the context of the IETF/EMAN process (Quittek et al, 2013).  A device can report on a battery with the battery-specific data, the component data, or both.



Table 2.  Summary of Basic Energy Reporting Data

	Category 
	Data and Explanation

	Identification, unique
	Index (within a single device), to distinguish among entities within a device.

	
	A unique ID, such as a UUID[footnoteRef:22] (globally unique). [22:  A UUID is a Universally Unique Identifier.  This is a system of locally creating very long numbers that are highly improbable to be created elsewhere.  This ensures that IT systems know when two sets of data refer to a single entity, or to different entities.] 


	Identification, general
	URL for manufacturer web page of brand/model specifications.

	
	Brand, model (strings).  (e.g., “HP”, “35”).

	
	Universal Device Classication

	Local Data 
	Text name

	
	Keyword list (strings)

	Power Interface  
	List of PIs in device (IDs)

	
	List of PIs known to be connected to PI (UUIDs)

	
	Timestamp of last change to wiring topology

	Power, Static  
	Type of current (AC or DC)

	
	Nominal voltage range, AC frequency, AC phases 

	
	Accuracy

	Power
	Timestamp of power reading

	
	Numeric value and exponent for power in W

	Power State
	List of supported power state series

	
	Current power state (for each supported series)

	Energy 
	Timestamp of energy reading

	
	Numeric value and exponent for energy in Wh

	Reporting  
	List of devices that can be reported on (IDs)



[bookmark: h.2e36lq4q0lvg][bookmark: _Toc256942909]Power Distribution and Topologies

The ability of ER to model power interfaces (PIs) of devices enables flexible and powerful capabilities.  This section describes some of them.  With this model an MS can query all devices in a building for their ER data and combine what it receives from each into a comprehensive picture of electricity flows and device state.
[bookmark: h.3786ba17zol5]
An MS combines all the acquired data to create as complete a picture of power flows as possible; it is not necessary for each device to have complete information about its connectivity.  For example, devices that only consume power may only know the identity of the PI from which they draw power.  The MS then sees many devices connected to a single outlet PI and can infer that they are all wired to each other (on the same circuit), regardless of whether the supplying PI knows the identity of the devices it powers.  Similarly, a supplying device may know the identify of the PI to which it supplies power and can create the map of connections, even if the supplied device does not know the entity from which power is being drawn.

For each PI on a device, the group of PIs that are known to be directly wired to that PI is reported.  In Figure 2, Device-A can report that its PI-1 is wired to PI-2, and Device-B can report that PI-2 is wired to PI-1.  The MS knows that PI-1 is part of Device-A and that PI-2 is part of Device-B.  Only one of the PIs needs to know of the wiring connection for the MS to fully understand it.  The drawing shows how a PI is part of a device but is on its periphery. The line shown is of power flow only.

[image: ]
Figure 2: Simple wiring topology example

Figure 3 shows how wiring is usually installed in AC supply systems, with Device A being a circuit breaker.  In this case, four devices are wired together.  It is possible that all four know of the identity of all others, but often less is known.  PI-2, PI-3, and PI-4 may each know they are wired to PI-1, and PI-1 may know nothing, but the linkage of all four can be inferred by the MS.  As another example, PI-3 and PI-4 may know of the connection to PI-1, with PI-1 knowing it is connected to PI-2; this also enables construction of the full set.  Finally, PI-1 could know it is connected to PI-2 and PI-3, but have no knowledge of PI-4; however, it could observe that PI-2 and PI-3 do not account for all the energy leaving PI-1 and so infer that at least one other device is also wired to PI-1.

[image: ]
Figure 3: Typical AC wiring topology example

Figure 4 shows how wiring is commonly implemented in DC supply systems, with Device-A being a PoE switch, USB hub, or similar device.  For technologies with native communications, device identity can be readily determined.

[image: ]
Figure 4: Typical DC wiring topology example

From the capability of each PI (or the direction of power flow on first report) it is clear which PI is the source.  For devices that provide power (typically a power distribution unit, circuit breaker, or PoE switch), one can determine which PIs are inlets and which are outlets.  Thus, mapping a traditional tree-structured power distribution system is a simple process.

Some installations have more complex power distribution, including more than one device providing power to a circuit, or PIs that can and do change the direction of power flow.  These systems can be readily modeled, although more sophisticated interpretation by the MS is required.

An MS may choose to put information it has inferred (principally about PI connectivity) back into the individual devices, but this is not required.  Doing so is valuable when there is more than one MS present. 

With a power distribution map, a management system knows which devices supply power to which other devices.  The MS will be able to determine the effect of switching off a PI (usually at an outlet, but possibly at an inlet).  The same applies to metering at PIs, which can also occur at an outlet or inlet.  Power source control is accomplished by physically preventing power from flowing, or re-enabling power flow.  In contrast, power state control is accomplished by communication protocols and not by power distribution control so that power state control mechanisms and capabilities have no required relation to power distribution systems.  Power control for a PI is modeled with power state, with "on" corresponding with power flow enabled, and "off" corresponding to power flow disabled.

The power distribution topology has no required correspondence to the communication topology.  They may be highly coincident, or have no correspondence at all.


[bookmark: h.28ilh38zgau1][bookmark: _Toc256942910]Advanced Data

The descriptions above of data categories only cover Basic Data for Energy Reporting.  However, some devices and buildings have use for more complicated features that we group together as Advanced Features.  Some of these are relatively arcane, such as those for Advanced Identification.  The Advanced Power data covers details of accuracy, voltage and current (rather than just power), alarm notifications, complex power (e.g., 3-phase AC power), and power characteristics such as power factor.  The Advanced Power set data is for devices that can report power states according to multiple different power state sets, and details for individual power states.  The Advanced Energy data is energy used per power state.  The Advanced Battery data include the amount of charge, charging state, number of charging cycles, capacity, temperature, and other values.  Time Series data can be collected in either each end-use device, or in the MS; gathering data within the device adds considerable complexity to both the device and communication between the MS and device (and may become problematic when more than one MS is present).  Advanced Reporting covers aggregation of device data.  Proxy control occurs when one end-use device has the ability to change the power state of a second end-use device.  Details of these are covered in the Energy Reporting Framework, and much of that for these Advanced topics simply references the EMAN working group standards documents.
[bookmark: _Toc256942911]Role of EMAN Standards

The most detailed and on-target standards effort to date for Energy Reporting has been that of the IETF/EMAN working group.  That process is still ongoing, but nearing completion.  A particular advantage of the IETF in general is that the process and results are completely transparent and freely available.  As a result public policy makers can reference IETF standards.  This makes it appropriate to draw on for standards that are referenced by public policy.  Ideally the EMAN standards could be referenced directly as the basis for public policy in this area.  However, they have some unfortunate flaws which make that unadvisable.  
· The documents cover too much scope.  The “extra” scope may be reasonable to include in Energy Reporting eventually, but doing so initially could impede adoption of the most basic features.
· The documents are difficult to read.  Part of this is due to the excess scope, but they also include unnecessary technical content and unnecessary verbiage.  The basic documents should be accessible to a wide range of audiences, as Energy Reporting should be a technology that is widely used by diverse types of people.
· Some of the technical content should be dropped.  Some of the “relationships” described in the EMAN Framework duplicate functionality that Power Interfaces (also in the Framework) contain.  Other areas specify standard elements of data where there is not yet sufficient basis to know what the standard should be.  The standard will be updated over time and content can be added when it is clear what is needed.
· Some needed content is missing.  Aggregating data across devices or parts of devices is a common need, and a clear mechanism should be provided in the Framework.  The current language is inadequate. 
· There is a lack of implementation guidance.  In the development of the standards, many assumptions were made about how people could or should use the data in devices and management systems.  The assumptions should be documented to achieve some consistency and to help drive better results.
· There is insufficient clarity about the relationships among devices, components, and power interfaces.  It is more difficult to understand the concepts, and to implement in devices and management systems.
All this said, the documents do contain a dominant basis for a good approach to Energy Reporting.  What is needed is a document that defines an “extended subset” of the EMAN Framework.  It could describe the features that should be used as-is, what should be changed, what should be added, and what should be dropped.  As much as possible, this adaptation should be designed to interoperate as cleanly with the EMAN documents as possible.  The Design Principles in this document contain the seeds of such a document.



[bookmark: _Toc256942912]V.  Public Policy Implications
 
Energy Reporting is a key aspect of device operation that is not inherently related to the primary function of a device.  In this respect it is like product safety, or low power mode energy use.  Thus, public policies should apply Energy Reporting in a horizontal fashion, across all products, and especially within groupings (“clusters”) of product types.  Such clusters map onto energy end uses, such as electronics, appliances, climate control equipment, miscellaneous devices, and lighting.  While the services that products provide are highly varied, they hold in common the fact that they use electricity.
 
Information generated during Energy Reporting raises privacy and security issues.  Defining ER as only applying to communication within a local network in a building is a key feature.  Any transmission of data outside the building should be on an opt-in basis, and with serious consideration of privacy and security issues this raises.  For example, a building owner may want to track device energy use on a day-by-day basis, For public policy makers to evaluate product performance, monthly or annual information may be sufficient.  For public purposes anonymized and/or aggregated data could be sufficient.  No security mechanisms specific to Energy Reporting are needed, but ones already developed for other or general purposes should be employed as appropriate.  

How a device knows that a querying management system is authorized to receive data?  This report does not propose a solution to this question.  A starting point is for devices by default to share Energy Reporting data with any device on the local network.  
  
For Energy Reporting to become widely available and used, the public sector should engage in four main activities: technology standards development, product support, management system development, and deployment.  While the technology will evolve even in the absence of public sector attention, the outcome could be significantly better for energy savings with it.
[bookmark: _Toc256942913]Technology Standards

Public policy should include an ongoing activity to track existing and in-development technology standards for Energy Reporting.  There are two primary types of such standards: information models, and information transport protocols, with some standards covering both.  Many protocols are not specific to Energy Reporting but include a generic facility for reporting time-varying numeric data, as from a sensor.  These can be readily used to report energy and power, though may require manual configuration.
 
In addition to standardizing information models and protocols, some thought and harmonization is needed for representing specific types of data.  Public policy could take a lead in starting and moving these concepts forward.

Some information models include a URL that points to a place on the Internet where additional product data could be found, most likely at a manufacturer web site.  These should ideally have at least two components - machine readable (e.g., XML), and human readable (e.g., plain text or HTML).  The nature of information for each could be standardized, such as including energy test procedure results.
 
Another needed data type is device classification.  There is a need for a simple, universal classification system so that each device can report what it is.  A companion report to this one (Nordman, 2013b) addresses device classification.
 
An important type of data to report is the brand and model number of the device.  It is unrealistic to think that model numbering will have consistency across manufacturers (or even within them), but some basic conventions could be established.  For example, is capitalization of letters significant?  Should spaces be allowed in model numbers?  Also, some manufacturers have named lines of products different from the manufacturer name, for marketing purposes, or due to company acquisition (e.g. Cadillac versus General Motors, or Thinkpad versus Lenovo).  How should these be treated?  Some companies make small or substantial changes to the hardware in products over time and use the same name and/or model number.  Some versioning of models should be included to be able to differentiate these, and when the product is first introduced, it may not be known that successive versions will be created.  This topic needs further attention. 
[bookmark: _Toc256942914]Product Support for Energy Reporting

Public policies can encourage or require products to have Energy Reporting features, and define the nature of those features — the specific protocols used, and types of data supported.  These policies need not preclude devices from having features beyond the minimum required, which could include additional proprietary features, but there should be a floor of functionality and communication at which all devices can exchange information.  This is analogous to safety requirements that mandate certain minimum behaviors or characteristics, but don’t prevent devices from going beyond them.
 
Practicality suggests that there be a limited set of protocols for Energy Reporting.  This makes implementation of management systems easier since there is a limit to how many protocols must be supported.  For the foreseeable future, there will be multiple protocols in common use.  In some cases this will be due to a larger functional protocol a device implements (e.g., BACNET, ZigBee SEP, Z-Wave, or SNMP).  To some degree, the success of particular protocols is best left to the market to determine.  However, it is appropriate for policy to identify a set of preferred protocols, and require all devices support at least one.
 
The Energy Star program has encouraged the inclusion of Energy Reporting features in several specifications.  For example, the current server specification (Energy Star, 2012) states:
A computer server must provide data on input power consumption (W), inlet air temperature (°C), and average utilization of all logical CPUs. Data must be made available in a published or user-accessible format that is readable by third-party, non-proprietary management software over a standard network.
and further:
When an open and universally available data collection and reporting standard becomes available, manufacturers should incorporate the universal standard into their systems;
[bookmark: _Toc256942915]Management Systems

The development of an open source, free, and universally availablemanagement systems (MS) is a fundamental public need.  Other needed public policy roles include: specifying standard reporting mechanisms from MS, and defining common user interface standards so that people can easily receive MS information.  Management system design needs to consider the privacy and security implications of any sharing of data with entities outside the building.
[bookmark: _Toc256942916]Deployment

Once all the above are in place, then people need to actually use Energy Reporting technology for productive purposes.  Policy will need to support early test and deployment of the technology to demonstrate and verify its utility.  Widespread adoption of the technology may be accelerated through strategic use of incentives.  Eventually, the technology should “sell itself” through common experience and word of mouth so efforts to disseminate ER will eventually become unnecessary.
 
Public policy can speed progress and improve the quality of the results: 
enable some energy savings that would not occur, 
cause savings to occur earlier, 
avoid more expensive methods to accomplish the same savings (e.g., external meters),
lead to a better policy understanding of energy use and 
reduce data collection costs.
Given the low cost of energy reporting technology, ER should be a priority for public policy. 

Energy Reporting data can be based on measurements or estimates, and devices can and should report an accuracy figure. There is a parallel public policy role to engage in testing exercises to determine the accuracy of the reports and to compare against the reported accuracy.

[bookmark: _Toc256942917]Summary: Public Policy Implications

Public policy has key roles to play in making Energy Reporting a successful technology for saving energy.  As consumer cost for acquiring and using Energy Reporting is very low, this should be a highly cost-effective source of savings and a priority for the public sector.



[bookmark: _Toc256942918]VI.  Conclusions and Next Steps

Public policy priorities for Energy Reporting were covered in early sections of this report.  To summarize, these are:
· To engage in technology standards development on an on-going basis, and guide standards in directions best for energy efficiency.  
· Conduct research on technology development needs for Energy Reporting that could then be incorporated into technology standards.
· Ensure that products are rewarded for or required to have Energy Reporting capabilities. These capabilities should be consistent with the overall design principles that energy policy organizations adopt.
· Develop open source basic energy management system software.
· Assist in deployment activities to test and demonstrate the technology and provide compelling examples of its impacts and usefulness
This activity will need to be done by many people in the energy research and policy area, and will need to be coordinated to optimize investment and to improve the outcome.  Some entity should step forward to lead this coordination process.  

Energy Reporting has great potential to increase the efficiency of energy use at very low cost to society.  It should eventually become a universal feature of all products and buildings.  In the near term, there are specific actions needed by public policy to improve and accelerate the development and adoption of Energy Reporting technology, on a horizontal basis.
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